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a. Introduction - About SCGF

The Sugar Cane Growers Fund (SCGF) is a statutory organization established by the
Government of Fiji to provide affordable financial assistance and support services to registered
sugar cane growers. Its origins date back to 1946, when the Sugar Cane Price Support Fund was
created from reserve funds generated through preferential sugar price arrangements between
Commonwealth sugar-exporting countries, including Fiji and the United Kingdom.

The present Fund was formally established under the Sugar Cane Growers Fund Act 1984 (Act
No. 9 of 1984). Upon its establishment, all assets and liabilities of the former Sugar Cane Price
Support Fund were transferred to the new statutory body. In 1996, the legislation was amended
and the organization was renamed the Sugar Cane Growers Fund (SCGF).

Headquartered at 57 Drasa Avenue Lautoka, SCGF operates district offices throughout Fiji's cane-
growing namely six district offices across Rakiraki, Tavua, Ba, Nadi, Labasa, and Seagaga. SCGF
also owns a subsidiary, South Pacific Fertilizers Limited, specializing in the sale and distribution
of fertilizers and weedicides.

It continues to play a central role in supporting growers through accessible finance, Government
programmes, strategic partnerships and investment initiatives aimed at strengthening the resilience
and sustainability of the sugar industry.

It manages approximately 4,600 accounts, encompassing specialized, priority, CDRF and BLP
loans, with a lending portfolio of around $37 million, including individual farmers and institutional
loans. The portfolio continues to expand, with ongoing product and service revisions expected to
drive significant growth in the coming years.

SCGF operates web-based application and a set of public-facing Application Programming
Interfaces (APIs) that provide services to customers. Given the increasing cybersecurity threats
targeting web applications and APIs, it is essential to assess the security posture of these systems
to identify vulnerabilities, validate security controls, and ensure compliance with cybersecurity
best practices.

SCGF seeks the services of a qualified cybersecurity firm to conduct an independent VVulnerability
Assessment and Security Testing exercise.

b. Primary Objective
The primary objective of this engagement without limiting to-

« ldentify security vulnerabilities within the web application (s) and Public-facing APIs.

o Assess the effectiveness of existing security controls.

« Evaluate potential risks associated with identified vulnerabilities.

e Provide Report with recommendations for remediation and security improvements.

e Support compliance with cybersecurity standards, regulatory requirements, and industry
best practices and
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« Any other structured technical support and guidance that can be presented to SCGF, Its
Board and relevant business partners.

c. Purpose of the Terms of Reference

This Terms of Reference (TOR) aims to call Expression of Interest from various qualified
cybersecurity firms to conduct an independent Vulnerability Assessment and Security Testing
exercise for SCGF.

d. Scope

The selected service provider shall perform a comprehensive security assessment covering the
following:

e. Web Application (s) Security Testing of its 2 web application.
Assessment shall include, but not be limited to:

Authentication and authorization controls
Session management

Input validation

SQL Injection

Cross-Site Scripting (XSS)

Cross-Site Request Forgery (CSRF)
Business logic vulnerabilities

File upload and down load security

API security

Sensitive data exposure

Security misconfigurations within the application
OWASP Top 10

f.

On a high level the timelines that we are looking at for this project would be as

Terms of Reference Timeline

follows:
Milestones Tentative Timeline
Advertisement of Tender 27" June 2026
Tender Closing 17" July 2026
Presentation and Evaluation of By 31% July 2026
Tenders
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Finalization of Award of Tender 7" August 2026

Contract Negotiation and Finalization 15th August 2026
Commencement of the Engagement- 30 16" August- 15" September
days with Draft Report 2026

Presentation of Findings 16" Sept -23 September 2026
Final Report 30" September 2026

g. Methodology

The service provider shall utilize a combination of:

a.

Automated Testing

« Vulnerability scanning tools

« Configuration analysis tools

o Dependency and component scanning

Manual Testing

« Manual verification of identified vulnerabilities
« Exploitation validation

o Business logic testing

Privilege escalation testing

Authentication and authorization testing
a. Testing activities shall follow recognized standards such as:
e OWASP Testing Guide

« OWASP ASVS
e NIST or ISO 27001 Cybersecurity Framework

h. Deliverables

The service provider shall provide the following:

b. Inception Report

Including:
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o Testing methodology
e Scope confirmation

e Testing schedule

« Points of contact

c. Vulnerability Assessment Report
The report shall include:

o Executive Summary
e Overall security posture
o Key risks identified
e Risk rating summary
e Technical Findings
o For each vulnerability:
= Vulnerability title
= Description
= Affected component
= Severity rating (Critical, High, Medium, Low)
= CVSS score
= Proof of Concept (PoC)
= Screenshots/evidence
= Potential business impact
= Remediation recommendations

d. Remediation Validation Report

Following remediation by SCGF, the service provider shall perform re-testing and provide a
report confirming closure of identified vulnerabilities.

e. Executive Presentation
A management-level presentation summarizing:
o Key findings
e Risk exposure

e Recommended remediation priorities
o Strategic security improvements

I. Service Provider Requirements
The service provider should demonstrate:

f. Organizational Requirements
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e Minimum 5 years of cybersecurity consulting experience.

e Proven experience conducting web application and API security assessments.

o Experience in financial services, government, or critical infrastructure sectors is
desirable.

g. Personnel Requirements

The assessment team should include certified professionals holding one or more of the following
certifications:

OSCP (Offensive Security Certified Professional)

OSWE (Offensive Security Web Expert)

CEH (Certified Ethical Hacker)

CISSP (Certified Information Systems Security Professional)
GIAC Certifications

CREST Certification

CompTIA PenTest+

J. Confidentiality Requirements
The service provider shall:

« Sign a Non-Disclosure Agreement (NDA).

o Treat all information obtained during the engagement as confidential.

« Not disclose any information to third parties without written authorization.
o Securely destroy all assessment data upon project completion if requested.

k. Rules of Engagement
The service provider shall:

Conduct testing only within approved scope.

Avoid activities that may cause service disruption.

Immediately notify the organization of any critical vulnerabilities discovered.
Obtain written approval before conducting exploit testing that may impact system
availability.

« Maintain detailed logs of testing activities.

I. Project Timeline

ctivity Duration

Project Kick-off 1 Day
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Vulnerability Assessment 5—10 Days

Report Preparation 5-10 Days
Draft Report & Presentation of 1-10 Days
Findings

Final Report 1-7 Days
Remediation Validation As Required

m. Evaluation Criteria

Proposals will be evaluated based on:

Criteria Weight

Technical Approach and Methodology 30%
Relevant Experience 25%
Quialifications of Team 20%
Reporting and Deliverables 10%
Cost Proposal 15%

n. Expected Outcomes
Upon completion of the assessment, SCGF will:

Obtain an independent assessment of the security posture of its web application and APIs.
Identify and prioritize vulnerabilities requiring remediation.

Strengthen cybersecurity controls.

Reduce the risk of unauthorized access, data breaches, and service disruptions.

Enhance compliance with industry security standards and regulatory requirements.

0. Bidding Terms & Conditions
Instructions to Bidders
e Availability of TOR Documents
The TOR can be downloaded from the website. The bidders are expected to examine all
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instructions, forms, terms, project requirements and other information in the TOR documents.
Failure to furnish all information required as mentioned in the TOR documents or submission of
a proposal not substantially responsive to the TOR documents in every respect will be at the
bidder's risk and may result in rejection of the proposal and forfeiture of the bid security.

e Bidders Queries and SCGF’s Response

1. All enquiries from the prospective bidders relating to this RFP must be submitted in writing
exclusively to the contact person. A copy of the bidder enquiries should also be emailed to
the bid issuer’s email address.

2. After the TOR is issued to the bidder, SCGF shall accept questions/inquiries through email
from the bidders. SCGF will endeavor to provide a complete, accurate, and timely response
to all questions to all the bidders within 3 days.

3. Inorder to allow bidders a reasonable time to take the amendment(s) into account in
preparing their bids, SCGF at its discretion, may extend the deadline for the submission of
bids.

e Proposal Preparation Costs

The bidder is responsible for all costs incurred in connection with participation in this process,
including, but not limited to, costs incurred in conduct of informative and other diligence activities,
participation in meetings/discussions/presentations, preparation of proposal in providing any
additional information required by SCGF to facilitate the evaluation process, and in negotiating a
definitive Service Agreement and all such activities related to the bid process.

e Commercial Bid Formats
The vendor shall submit a detailed financial proposal separately from the technical proposal. The

financial proposal should be quoted in Fijian Dollars (FJD) and remain valid for a minimum
period of 90 days from the submission date.

1 Project Initiation and Planning 1
2 Web Application Vulnerability Assessment 1
3 Manual Penetration Testing 1
4 Automated Vulnerability Scanning 1
5 Reporting and Documentation 1
6 Presentation of Findings 1
7 Remediation Verification/Re-testing 1
8 Other Costs (Specify) 1

Subtotal

VAT (if applicable)

Total Cost

e Language of Proposal
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The proposal and all correspondence and documents shall be written in English.

e Bid Submission Instructions

Bid must be direct, concise, and complete. All information not directly relevant to this TOR should
be omitted. SCGF will evaluate bidder’s bid based on its clarity and the directness of its response
to the requirements of the project as outlined in this TOR.

Bidders shall furnish the required information on their technical and price binds in the formats
provided in the TOR. Any deviations in format the tender will be liable for rejection.

p. Expectations

On a high level the expectation that SCGF would have from the selected firm would be, but
not limited to the following:

Adhere to the communication guidelines as set out in this Terms of Reference;

Act in the interest of SCGF at all times;

Maintain Transparency and provide honest, clear and sound advice;

Adhere and uphold SCGF policies and procedures;

Refrain from entering into agreements or obligations on behalf of SCGF;

Ensure that all information, data, innovations, and solutions remain SCGF’s
intellectual property;

7. Meet all timelines and provide required documentation throughout the engagement.

oAb E

g. EOI Requirements
Payment will be made periodically, based on deliverables, milestones, or mutual agreement.
Applicants must:
1. Submit proposals covering the entire project scope.
2. Provide a list of required human resources (HR) and their roles in implementation.
3. Disclose third-party involvement, including HR details.
4. Quote all prices in Fijian Dollars, specifying the exchange rate if using foreign currency.
r. Composition and Authority to Act
The appointed firm reports to the Chief Executive Office of SCGF but functionally to the
Manager Information Technology. All reports and communication are to be addressed to the
Chief Executive Officer with copies to the Manager Information Technology.

s. Contractual Arrangements

SCGF will establish a Contractual Arrangement with the appointed service provider based on
a final negotiation of the cost arrangements as based on the outlined fee structure and
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implementation schedule. There will be one contract between SCGF and the appointed service
provider.

No binding legal relationship will exist between any of the Respondents and SCGF until
execution of a contractual agreement. The terms of reference documents contains statements
derived from the information that is believed to be relevant at the date but does not purport
to provide all of the information that may be necessary or desirable to enable an intending
contracting party to determine whether or not to enter into a contract or arrangement with SCGF.

t. Submission of Proposal guidelines

The Proposal must be submitted by no later than 4.00 pm, Friday 17 July 2026. Proposals may
be submitted via two (2) methods:

The bids must reach the office of SCGF on or before 17t July 2026 at 4:00 pm via email —
tender@scgf.com.fj and/or placed in the tender box provided at the Sugar Cane Growers Fund
Head Office at 57 Drasa Avenue, Lautoka. Late submissions will not be accepted.

“EOI - 006/ 2026 —VVulnerability Assessment”
The Chairman
Tender Committee
Sugar Cane Growers Fund
P O Box 13, Lautoka

Late proposals will not be accepted. SCGF reserves the right to accept, decline or negotiate with
one or all bidders. The lowest bid may not necessarily be accepted.

u. Enquiries

Please note that for any clarification on the Terms of Reference, the following Sugar Cane
Growers Fund Personnel should be contacted:

1. Sheetal Shalini
Manager Information Technology
PH: (679) 665 0777 / 9987793
Email: sheetal @scgf.com.fj

2. Shikant Chand
System Analyst
PH: (679) 665 0777
Email: shikant.chand@scgf.com.fj
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